

















7. Equipment.

A.  Use. You shall take all necessary steps to ensure that all POS Terminals and
PIN Entry Devices operated in all of your locations:

i. are placed in an area accessible by all Cardholders;

ii. are available for use whenever you are open for business;

iii. will function with minimal error, meeting all applicable technical
specifications and security regulations; and

iv. will require the Cardholder to enter the Cardholder’s PIN at or near
the check out location when initiating a POS transaction.

B. Standards. A PIN Entry Device must meet the ANSI standard format X9.8,
1995 or newer requirements, as they are released. A PIN Entry Device must
comply with the PCI requirements for POS and PED equipment. Terminals
must have a magnetic stripe reader capable of reading Track 2 on the PIN-Debit
Cards. PINs used in conjunction with any store and forward transaction or your
resubmission must be encrypted and stored within a tamper-resistant security
module. If your authorization system is capable of store and forward, it must
con(]jply with the Debit Networks’ rules and regulations regarding this capability.
NPC or Bank, the Issuer and the Debit Networks shall not be liable for any
losses suffered by you arising from the use of the store and forward function. A
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PIN must never be logged in any form as a function of software either in the
clear or encrypted.

8. Supply of Information. You must submit all information requested by the Debit
Networks, NPC or Bank, including but not limited to lists and mailing addresses of
terminals.  You shall not sell, purchase, provide, or exchange account number
information in any form, including but not limited to, transaction receipts, carbon
copies of transaction receipts, mailing lists, tapes, to any third party other than to your
agents for the purpose of assisting you in your business, or to the Debit Networks,
NPC or Bank, or pursuant to a government request.

9. Left PIN-Debit Cards. PIN-Debit Cards that are inadvertently left at your location
must be held under dual control during the time they are retained. PIN-Debit Cards
inadvertently left at your location may be returned to the Cardholder by you under the
followin% conditions: (A) the Card was inadvertently left by the Cardholder at an on-
premise location, (B) the Cardholder requests the Card within 1 business day, and (C)
the Cardholder provides 2 forms of current identification, at least 1 of which is a photo
identification. If the Cardholder has not requested the Card within 1 business day, the
Card should be destroyed by cutting it in half through the stripe.





